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12. Memorandum from Justice

INTRODUCTION

1. Founded in 1957, JUSTICE is a UK-based human rights and law reform organisation. Its mission is to
advance justice, human rights and the rule of law. It is also the British section of the International Commission
of Jurists.

2. JUSTICE welcomes the Committee's inquiry into this issue. We recommended that the ban on intercept
evidence should be lifted in our 1998 report on covert policing.[15] In October 2006, we released a further
report, Intercept evidence: lifting the ban, that examined in detail the arguments for and against using intercept
material in court and which included a comparative study of its use in other common law jurisdictions. A copy of
that report has been annexed to this submissian.

How should the ban on the admissibility of intercept evidence be relaxed?

3. There are a number of options for relaxing the ban on intercapt evidence, The first, and narrowest,
approach is simply to create an exception to section 17 of the Regulation of [nvestigatory Powers Act 2000
("RIPA™), such as that proposed by the Interception of Communications (Admissibility of Evidence) Bill, the
Private Members Bill put forward by Lord Lloyd of Berwick. Under the Bill, it would be open to the prosecution to
apply to use intercept material in proceedings relating to serious crime and terrorism. The statutory ban in
section 17 would otherwise remain.

4. A slightly broader approach would be to simply repeal section 17 RIPA altogether. This would require some
consequential amendments within Part I RIPA (eg the repeal of section 18), as well as diluting the distinction
between interceptions with a warrant and those without elsewhere in Part I (see eg section 3).

5. Inour view, however, the relaxation of the ban on intercept evidence should be attended by wholesale
reform of the way in which interceptions are authorised. In particular, we note that the UK is one of the few
common law jurisdictions in which law enforcement interceptions are authorised by a politician rather than a
judge.[16] We consider that any proposed state interception of private communications requires prior judicial
scrutiny in order to ensure that the interference with privacy is justified and strictly proportionate. More
generally, we think that the law governing interceptions should be as clear and accessible as possible: something
which cannot be said of Part I RIPA as it currently stands.

What are the main practical considerations to be taken into account when devising a legal regime for the
admissibility of intercept?

6. Inour view, the main practical considerations are:
— preventing the disclosure of interception methods to suspects;

— minimising the likely impact of increased pre-trial disclosure on courts and
prosecutors,

— avoiding any undue logisticai burden on police and intelligence services; and
£ any g g

— ensuring that interception warrants are authorised in a manner that is both
operationally effective and affords sufficient independent scrutiny of their merits.

7. These are in addition to what we consider to be the main considerations of principle: the importance of
safeguarding the right to a fair trial (including equality of arms and the disclosure of relevant evidence), the right
to respect for private and family life (including ensuring that any interception of private communications is
governed by a clear and coherent legal framework), and maintaining the public interest in the effective
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investigation and prosecution of crime (by avoiding disclosure of sensitive material contrary to the public
interest).[17]

Preventing disclosure of interception methods to suspects

8. There is no evidence that the use of intercept evidence in other common law jurisdictions has led to the
disclosure of interception methods to suspects. Given the obvious public interest in the police and intelligence
services maintaining an effective interception capability, however, we think it is sensible to have regard to this
as a practical consideration when redrafting the law governing the admissibility of intercept evidence.

Minimising impact of increased pre-trial disclosure on courts and prosecutors

9. Section 3(1)(a) of the Criminal Procedure and Investigations Act 1996 provides that the prosecution must
disclose to the accused any material "which might reasonably be considered capable of undermining the case for
the prosecution against the accused or of assisting the case for the accused”. Since allowing intercept evidence
would increase the pool of material that is potentially disclosable to defendants in criminal proceedings, it seems
reasonable to have regard to this increase when devising a fresh legal regime for its admissibility. At the same
time, we doubt that allowing intercept evidence will have a significant impact on the pre-trial disclosure process.
Any difficulties that do arise are likely to be best addressed by greater diligence from prosecutors and better
case management by judges. As Lord Bingham noted in R v H:[ 1%

The trial process is not well served if the defence are permitted to make general
and unspecified allegations and then seek far-reaching disclosure in the hope that
material may turn up to make them good. Neutral material or material damaging to
the defendant need not be disclosed and should not be brought to the attention of
the court. Only in truly borderline cases should the prosecution seek a judicial
ruling on the disclosability of material in its hands.

Avoiding undue logistical burden on police and intelligence services

10. For the reasons set out in our October report,[19] we think concerns that allowing intercept evidence
would lead to a significant drain on the resources of police and intelligence services have been greatly
exaggerated. However, we also conceded that it was likely that allowing intercept evidence would result in some
increase in the requirement on police and/or intelligence services to transcribe and retain intercept material with
a view to future criminal proceedings. Accordingly, we agree with the view expressed In the government's 1999
consultation paper that "any arrangements which make intercept material available to one or both parties would
have to be both practical and affordable”.[20]

Effective procedure for authorising interceptions

11, Strictly speaking, the procedure for authorising interceptions is a separate issue from the practical
considerations governing their admissibility in subsequent proceedings. The experience of other commaon law
jurisdictions, however, shows that the way in which interceptions are authorised can have an important effect on
the way that evidence is subsequently gathered and used. In particular, the accused in criminal proceedings may
seek to prevent intercept material being admitted an the basis that the warrant authorising the interception was
invalid. We think it is sensible, therefore, to have regard to both the principled and practical considerations
governing authorisation when devising a legal regime for the admissibility of intercept evidence.

12. On the one hand, it seems plain that the authorisation process should have regard to the operational
considerations of those wishing to carry out interceptions. In particular, there will be cases where police or
intelligence services need to obtain a warrant at short notice. Both the Canadian and US legal regimes allow for
interception without warrant in cases of emergency, for instance, with US federal law requiring subsequent
judicial authorisation within 48 hours.[21]

13. On the other hand, we think it is important that applications for interception of private communications be
subject to prior judicial scrutiny—something which is wholly lacking from the current arrangements under Part T
RIPA. In particular, we think it important that any proposed state intrusion into private communications by way
of covert surveillance should be carefully scrutinised to ensure that the intrusion is necessary and proportionate.

What safequards should apply? Would the ordinary disclosure rules need modification, and if so how? What
would be the role played by the law of public interest immunity?

14. In general, we think that the existing principles of public interest immunity—and the disclosure provisions
of the Criminal Procedure and Investigation Act 1996 in particular—are sufficient to protect sensitive information,
including details of interception methods, from being disclosed contrary to the public interest.

15. At the same time, however, we would the support the adoption of a specific provision designed to prevent
interception applications (which typically contain a great deal of sansitive material concerning police
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investigations) from being the subject of fishing expeditions in the course of pre-trial disclosure.

16. One example of such a safeguard is section 48 of the South African Regulation of Interception and
Provision of Communication-Related Information Act 2002, which provides that a certificate issued by a judge
authorising an interception shall be taken as prima facie proof that the authorisation is valid for the purposes of
any subsequent proceedings, civil or criminal. This would impose an evidential burden on the accused to adduce
evidence sufficient to raise the validity of the authorisation as an issue.

17. Alternatively, Part & of the Canadian Criminal Code provides that details of any ntercept autherisation are
to remain sealed unless ordered by a judge for the purposes of disclosure at trial. Séction 187(4) of the Code
provides that a judge shall not order disclosure until the prosecutor has deleted any part of the authorisation
that the prosecutor believes "would be prejudicial to the public interest”, including any material that would
"compromise the identity of any confidential informant” or "endanger persons engaged in particular intelligence-
gathering technigues and thereby prejudice future investigations in which similar technigues would be used".
Section 187(7) allows the trial judge, on application, to make available any deleted material.

18. It is also worth noting that allowing for the admissibility of intercept material would not prevent it from
being excluded from criminal proceedings on other grounds, eg because the communication was privileged,[22]
because its prejudicial effect outweighs its probative value,[23] or otherwise to prevent unfairness to an
accused.[24] We note, however, that neither UK law nor the European Court en Human Rights requires the
automatic exclusion of evidence obtained unlawfully.[25]

19. In addition to the various judicial mechanisms that may be used or adopted to prevent sensitive material
being disclosed contrary to the public interest, it is important to highlight a further safeguard against disclosure
of sensitive material—the discretion of the Crown to discontinue proceedings against a defendant. The prospect
of withdrawing charges against an accused in order to safeguard intercept capabilities may seem unsatisfactory,
but it is better for prosecutors to occasionally face that dilemma than for an entire species of evidence to be
barred altogether from the courtroom.

What is the relevance of recent technological developments?

20. In our October report, we noted that "communications technology is currently undergoing a period of rapid
change" and that "these changes pose a serious challenge to police and intelligence services carrying out lawful
interceptions".[25] In our view, however, the rapid pace of change has no bearing on the admissibility of
intercept evidence. As we noted in our report:[27]

Interception itself requires legislation in order to remain lawful. Any change in
communications technology that fell outside the current framework would need to
be legislated for in any case.

21. By the same token, we noted, there is nothing in the current legal framework that stipulates the particular
method of interception: so long as a given communication falls within the terms of Part 1 RIPA, therefore, the
evidential use of intercept material would make no difference to the ability of police and intelligence services to
utilise new and increasingly sophisticated means of interception.

22. Plainly, the further changes we recommend to the law governing intercepts (eg judicial interception
warrants) will require drafters to have regard to the rapid pace of technological change. However, there is no
shortage of successful statutory models from other common law jurisdictions.[ 28] We doubt, therefore, that the
challenge of flexible drafting in this area will prove to be as great as has sometimes been claimed.

JUSTICE wishes to acknowledge the research assistance of Freshfields Bruckhaus Deringer, Bell Gully and
Oxford Pro Bona Publico on the comparative use of intercept evidence in other commaon law jurisdictions,

Eric Metcalfe
Director of Human Rights Policy

February 2007
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15 Under Surveillance: Covert policing and human rights standards (JUSTICE,
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16 See Intercept evidence: lifting the ban (JUSTICE, October 20086), p75. Back
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public interest immunity claims in criminal cases] is that in the effective investigation and prosecution of serious
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20 Interception of Communications in the United Kingdom: a Consultation Paper (Home Office:June 1999,
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The Technical Advisory Board

1. Section 13 of the Regulation of Investigatory Powers Act 2000 (RIPA)
requires the creation of a Technical Advisory Board (TAB). The Act provides that the
Board’s functions are to consider the reference to them by a communication service
provider (CSP) of any notice served on that CSP under section 12, and to report
their conclusions to the CSP and to the Secretary of State. RIPA also requires that
the Board be consulted before the Secretary of State makes an order under section
12, imposing obligations to maintain an interception capability.

2. RIPA gives the Secretary of State power to make provision by order as to the
composition of the Board. The Act makes clear, however, that the order must
provide for the Board to have balanced membership, representing the interests of
both CSPs and those who may be applying for interception warrants. This paper
sets out the Government’s proposals for the composition of the Board, in light of
those requirements.

3 The order itself will deal only with the composition of the Board. This
consultation document also covers some of the working practices and terms of
reference that will not form part of the legislation.

Material for Consultation

Chairman

4. The chairman is a neutral arbitrator. The chairman should not be a member
of government/intercepting agencies or an employee of a CSP or in receipt of funds
from a CSP. The chairman will be required to make a statement of any financial

interests, eg share-holdings, they have with any CSPs.

5. The chairman shall be appointed by the Secretary of State and their tenure
reviewed on an annual basis.

6 The chairman will be developed vetted.

Constitution of the Board

1. The board shall be composed of an equal number of individuals representing
the interests of the intercepting agencies and the CSPs.

8. There will be six representatives from the CSPs: two from the ISPs, two from
the fixed-line companies, and two from the mobile companies.

9. The chairman will recommend to the Home Secretary which CSP
representatives they would like appointed. However as required by the primary
legislation the Home Secretary will make the final decision.

10.  The Home Secretary will review the tenure of representatives on an annual
basis.



11.  The chairman can call others to meetings, such as representatives of
manufacturers, in order to assist, for instance by providing clarification of equipment
capabilities.

12.  Members of the board are vetted to security check level.

Working Practices

13. The meetings are held in confidence.
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FOREWORD

I am pleased to mntroduce this Annual Report of the Technical Advisory
Board. This is the first report of the Board since I took over the role of
Chairman in December 2004 in succession to Liam Strong. Under his
leadership, the Board established its Terms of Reference and Code of
Conduct, so that it could react swiftly and surely to any matters referred to
it

The Board was established under the Regulation of Investigatory Powers
Act 2000 which requires communication service providers to maintain a
reasonable interception capability in order to safeguard national security
and help fight organised crime. The current security environment
emphasizes the important role that the Board could be required to
perform. In practice, there have been no issues referred to the Board to
date. This does not mean that the Board has no role. Rather, it reflects not
only the skill and balanced approach of the team from the Home Office
and the intercepting agencies in their negotiations with the industry, but
also the increasing acceptance by the industry of the legitimate role that
interception plays in safeguarding the nation and their desire to engage
constructively with government.

However, this does not mean that the Board will not be required in the
future. A number of trends in the industry may yet bring challenges in
achieving the government’s objectives. Firstly, the increasing globalization
of the industry means that tensions may arise between the legitimate
requirements of different sovereign states and the desire of a global service
provider to provide a single technical solution to interception. Secondly,
the emergence of new technologies in the voice communication market
mean that a much wider group of service providers may need to be called
on to provide interception and quite different technical solutions may
need to be developed.. Thirdly, the current programme to implement
arrangements for the refention of communications related data may
highlight boundary issues between what is data and what is truly
interception. It will be important for the Board to maintain its
understanding  of these trends and the issues that arise during
government’s negotiations with the industry.

The Technical Advisory Board therefore remains ready to engage when
called on to advise on difficulties in implementing ntercepuon solutons.

PETER WALKER



CHAPTER 1

FUNCTION OF THE TECHNICAL ADVISORY BOARD

Role of the Board

1.1

Bae

1.2

k%

The Technical Advisory Board is an advisory non-departmental public body
which was established in May 2002 under section 13 of the Regulation of
Investigatory Powers Act 2000 (RIPA) and the Regulation of Investigatory
Powers (Technical Advisory Board) Order 2001 which came into force on 22
November 2001. Its role is to provide advice to the Home Secretary on whether
specific  obligations to maintain an interception capability imposed on
communications service providers (CSPs) are reasonable. In addition to the
ongoing provision of advice in specific cases, the Board was consulted prior to
the laying before Parliament of general advice to CSPs on these obligations. This
general advice was contained in the Regulation of Investigatory Powers
(Maintenance of Interception Capability) Order 2002.

ound to the settine up of the Board

Interception of communications is regulated by RIPA Section I Part I (see
Chapter 5). Under RIPA the Secretary of State issues warrants to law
enforcement or intelligence agencies which they may serve on the companics
(CSPs) providing the particular communications service to be intercepted.
Section 12 of RIPA provides for the Secretary of State to impose on CSPs
obligar.ions to ensure they are and remain able to provide an interception
capability in order to give effect to interception warrants. The obligations are
listed in the schedule to the Regulation of Investigatory Powers (1 (\tlm]tmance of
Interception Capability) Order 2002. That order also describes categories of
service providers to whom such obligations shall not apply.

The obligations in the order are imposed on a CSP by the giving of a notice
requiring the CSP to take all such steps specified or described in it. Such steps
include those needed to ensure security and confidentiality in relation to
interception and those needed to facilitate the work of the Interception of
Communications Commissioner. A notice given to a CSP will have been the
product of prior discussion and negotiation between that CSP and
representatives of the government.

Referral of notices to the Board

1.4

The Board fulfils its funcrions by convening meetings as required and at least
once a year. If a CSP is given a notice under section 12 of RIPA and considers
either the steps appearing in if, or their financial consequences, unreasonable, it
can refer the notice to the Technical Advisory Board, outlining the reasons for
the referral, within 28 days. The Board will then consider the notice and assess
its reasonableness. If approprate, the Chairman may seck expert advice from
outside the Board. The Technical Advisory Board will then report to the Home
Secretary and to the CSP making the referral. After considering any report from



the Board, the Secretary of State may either withdraw the notice, or give a further
notice confirming its effect, with or without modifications.



CHAPTER 2

MEMBERSHIP OF THE TECHNICAL ADVISORY BOARD

2.1

24

2.5

Members of the Board are appointed by the Home Secretary in accordance with
section 13 of RIPA and the Regulation of Investigatory Powers (Technical
Advisory Board) Order 2001. Appointments are made in accordance with the
guidelines on Ministerial appointments to public bodies issued by the Office of
the Commissioner for Public Appointments.

Members are appointed on a personal basis, for the skills and experience brought
to the position. They are not chosen to represent particular communications
service providers or intercepting agencies.

The Board consists of six representatives of the communications industry, six
representatives of the intercepting agencies and a neutral Chairman, currently
Liam Strong. The Chairman is responsible directly to the Home Secretary. The
names of those representing the intercepting agencies are not made public, but
the industry representatives are:

Detek Cobb (presently of NTL);
e Jim Cottrell (formerly of Energis2);
® Jessica Hendrie-Tiano (presently of Beachcroft Wansbroughs);
e Tom Phillips (presently of the GSM Association):
e Mike Short (presently of (3,); and
® Robert Temple (presently of British Telecom).

Board members’ role, professional conduct and standards are regulated by a
published Code of Practice and Terms of Reference (see Appendices (i) and (ii)).

Board members are appoimnted initially for three years and are subject to re-
appointment by the Home Sectetary.  Individual members can have their
appointment terminated by the Home Secretary if they fail to perform the duties
required of them in line with the standards expected of public office.



CHAPTER 3

COSTS AND PAYMENTS

3.1

3.2

3.3

The Board’s sponsoring department is the Home Office. The Crime Reduction
and Community Safety Group in the Home Office provides secretariat and
administrative support and access to any policy or legal gudance the Board
requires in discharging its functions.

All appointees to the Board are part-time. The Chairman’s remuneration is £400
a day plus expenses; the members are remunerated for expenses only.

Remuneration for the Board (including expenses) during the period under review
amounted to £470.



CHAPTER 4
MEETINGS HELD

41 The Board met on 28 January 2005. The meeting was convened as a CSP had
referred its RIPA Section 12 notices to the Board. However, the CSP withdrew from the
TAB process shortly before the meeting was held. The meel:mg proceeded as this was an
opportunity for board members to meet the new Chair and receive a briefing on progress
towards taking CSPs through the Section 12 process.

42  Apart from the matter mentioned in 4.1 above, no Section 12 notices were
referred to the Board during 2004-2005.



CHAPTERS5

BACKGROUND: REGULATION OF INVESTIGATORY
POWERS ACT 2000

5.1

52

The Regulation of Investigatory Powers Act 2000 (RIPA) repealed the
Interception of Communications Act 1985 (IOCA). It came into force on 2
October 2000, on the same day as the coming into force of the Human Rights
Act 1998 which incorporated the European Convention on Human Rights
(ECHR) into UK law. RIPA brought about a number of changes in the law and
the practice of those responsible for the lawful interception of communications,
deployment of covert surveillance and use of human intelligence sources.

Interception of communications is regulated by Section I Part I of RIPA. This
allows the Secretary of State to issue warrants to intercepting agencies for the
interception of the communications of people who are being investigated on the
grounds given at 5.4 below. The agencies may then request the assistance of
those companies providing the communications service, whether postal, internet,
landline or mobile phone in order to give effect to the warrant. Under RIPA,
companies providing communications services may be required to maintain a
permanent interception capability. This requirement is imposed by the giving of
one or more notices issued by the Secretary of State under section 12 of RIPA.

The persons that may apply to the Secretary of State for an interception warrant
are:

e the Chief of the Seczet Intelligence Service (MI6);

e the Director General of the Security Service (MI5);

e the Dircctor of the Government Communications Headquarters (GCHQ);
the Director General of the National Criminal Intelligence Service;

e the Commissioner of Police of the Metropolis;

o the Chief Constable of the Police Service of Northern Treland;

o the chief constable of any Scottish police force;

e the Commissioners of HM Customs and Excise; and

e the Chief of Defence Intelligence.

There are three grounds on which a warrant can be sought

® in the interests of national security;
e for the purpose of preventing or detecting serious crimne; or

e for the purpose of safeguarding the economic well-being of the United
Kingdom.

Interception warrants specify either a person or a single set of premises as the
interception subject, and include a schedule or schedules listing the addresses or
telephone numbers that the agency wishes to intercept in relation to it. In
considering whether to issue an interception warrant the Secretary of State must
judge whether the information sought is necessary or could reasonably be



acquired by other means. He must also believe that the conduct authorised by
the warrant is proportionate to what it seeks to achieve.

5.6 All warrants are valid for an initial period of three months. On renewal, warrants
applied for on national security or economic well-being grounds would be walid
for a further six months or three months for serious crime warrants.

Lnterception Cominissioner

57 The current oversight and redress procedures include the appointment of an
Interception Commissioner to oversee the Secretary of State’s use of his power
to issue interception warrants under RIPA and its related Codes of Practice. The
Interception Comtnissioner, currently Sir Swinton Thomas, can require any
person inveolved in the interception of communications to disclose any
documents or information as he may require for carrying out his functions. Sir
Swinton Thomas is a retired court of appeal judge. His annual report to the
Prime Minister is published. The most recent annual report stated that the Home
Secretary issued 1,878 warrants in 2003.



CHAPTER 6

CONTACT AND FURTHER INFORMATION DETAILS

6.1 Referrals or requests for further information should be made to:
The Technical Advisory Board

PO Box 38542
London SW1H 9YE

6.2 E-mails can be addressed to:

6.3 The Technical Advisory Board website is at:

bup:/ Awvww technicalndvisorsboard.org.uk/ members.him
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TERMS OF REFERENCE FOR
THE TECHNICAL ADVISORY BOARD

Legislative basis for the Technical Advisory Board (TAB)

T

The Technical Advisory Board, hereafter referred to as the TAB, is an advisory
Non-Departmental Public Body established by section 13(1) of the Regulation of
Investigatory Powers Act 2000, hereafter referred to as the 2000 Act.

Role and purpose

2,

The TAB has two functions.

In accordance with section 12(9) of the 2000 Act, the TAB must be consulted
before the Home Secretary makes an order under section 12(1) of the 2000
Act, imposing obligations on communications service providers (CSPs).

In accordance with section 12(5) of the 2000 Act, a notice issued to a CSP
under section 12(2), the effect of which is to trigger the imposition of the
obligations provided for in the section 12(1) order, may be referred by the
CSP to the TAB within 28 days of the notice’s issue. In accordance with
section 12 (6), the TAB shall consider the requirements set out 1n the notice
and their financial consequences for the CSP. It shall then report its views to
the CSP and to the Home Secretary. After considering any report from the
TAB relating to a notice, the Home Secretary may either withdraw the notice
ot give a further notice under section 12(2) of the 2000 Act confirming its
effect, with or without modifications.

Working practices

o
g 12

The TAB will fulfill its functions by convening meetings when required, but at
least once a year. It will give careful consideration to the matters brought before
it, whete appropriate seeking evidence and expert advice from outside its own
membership. The TAB chairman shall report the TAB’s conclusions, in writing,
to the Home Secretary. In relation to a notice issued under section 12(2) of the
2000 Act and referred to the TAB for consideration, the TAB chairman shall also
report its conclusions, in writing, to the person making the reference. The TAB
will operate business practices that meet its objectives within legislation
concerning the management of data and the provision of access to information.
The TAB chairman will publish an annual report and ensure that the TAB
communmicates effectively with both CSPs and the general public.



Membership

+

The membership of the TAB is provided for by the Regulation of Investigatory
Powers (Technical Advisory Board) Order 2001. There shall be 13 members. Smx
industry members (holding an office, rank or position with a CSP, or with a body
representing the interests of CSPs) and six government members (holding office,
rank or position with an intercepting agency, or with a body representing their
interests). One person, who does not fall within either of the previous two
categories, shall be appointed chairman.

Recruitment of TAB members

5.

Recritment of the TAB chairman and industry members shall be conducted in
accordance with the guidelines on ministerial appointments to public bodies
issued by the Office for the Commissioner for Public Appointments (OCPA).
The government members shall be nominated by the intercepting agencies and
appointed by the Home Secretary.

Responsibilities of the TAB chairman

6.

The chairman is responsible for chairing and managing the work of the TAB. He
or She must also ensure that the TAB operates within the parameters set out in
the Cabinet Office’s “Non-Departimental Public Bodies: A Guide for
Departments™. The chair is directly responsible to the Home Secretary. His or
Her key tasks and objectives are:

e participating in the recruitment of TAB industry members;

¢ leading the work of the TAB in the production of advice for the Secretary
of State;

e producing an annual report on the TAB’s activities;

» reviewing the appointment of TAB members every 3 vears and making
recommendations to the Secretary of State;

e ensuring that the TAB is able to call on appropriate experts as and when
required;

e agreeing a code of practice for TAB members with the head of the
sponsoring Home Office Unit (the Intelligence and Security Liaison Unit),
ensuring that the code of practice is, where practicable and appropriate,
consistent with Cabinet Office guidelines and reporting any breaches of
the code of practice to the Home Secretary.



Responsibilities of TAB members

T TAB members are responsible to the TAB chairman, assisting him or her to
formulate advice for the Secretary of State on matters referred to the TAB for
consideration. TAB members must at all times abide by the TAB’s code of
practice.

Terms and conditions for the post of TAB chairman

8. The terms and conditions for the post of TAB chaizman are as follows:
o the post holder will need to be developed vetted;

e the post holder will need to abide by the code of practice for TAB
members;

e the post holder cannot be a current employee of a communication service
provider or an intercepting agency;

e the remuneration is £400 per day plus expenses. The initial appointment is
for three years with the possibility of renewal.

Terms and conditions for the post of TAB member

9, The terms and conditions for the post of TAB member are:
e the post holder will need to be vetted to at least security check level;

e the post holder will need to abide by the code of practice for TAB
members;

o no remuneration will be received, but expenses will be reimbursed.
Appointments will be for three vears with the possibility of renewal.

TAB secretariat and relationship with the Home Office

10. The Home Office will provide the TAB with a secretary, administrative support
and any policy or legal guidance it requires. The Home Office will also administer
TAB members® expense claims and payments to the TAB chairman, and act as a
conduit between the TAB and other Government Departments and Agencies, as
required.

Review of the functions of the TAB

11. The TAB chairman should review the functions of the TAB on a quinquennial
basis, in line with Cabinet Office guidance.



Contacting the TAB

12

13.

The TAB may be contacted by writing to The Technical Advisary Board, PO
Box 38542, London SW1H 9YE. Alternatively, e-mails may be addressed to

TAB@homeoffice.ssi.gov.uk.

The TAB homepage, which provides further information on the TAB,
including copies of both this document and the TAB’s Code of Practice, can
be found at www.technicaladvisorvboard.org.uk,
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CODE OF PRACTICE FOR MEMBERS OF
THE TECHNICAL ADVISORY BOARD'

Public setvice values

i 3 The members of the Technical Advisory Board, hereafter referred to as the TAB,
must at all times:

® observe the highest standards of impartiality, integrity and objectivity in
relation to the advice they provide and the management of the TAB;

e be accountable to Parliament and the public more generally for its
activities and for the standard of advice it provides; and

2. The TAB will operate business practices that meet its objectives within legislation
concerning the management of data and the provision of access to information.
Much of the TAB’s work will be of a sensitive nature and its membership
includes representatives of the intercepting agencies. It is not, therefore,
appropriate for the TAB to meet in public. Neither is it appropriate for the
identities of those TAB members representing the intercepting agencies to be
made public. For this reason, while the TAB chairman will maintain a register of
interests, only details pertaining to the chairman and industry members will be
made publicly available on request.

3 The Home Secretary is answerable to Parliament for the policies and
performance of the TAB, including the policy framework within which it
operates.

Standards in Public Life

4, All TAB members must:

e follow the Seven Principles of Public Life set out by the Committee on
Standards in Public Life (annexed);

e comply with this Code of Practice for Members of the TAB. and ensure
they understand their duties, rights and responsibilities. and that they are
familiar with the function and role of the TAB and any relevant statements
of Government policy. New TAB members should consider attending
relevant training or induction courses.

e not misuse information gained in the course of their public service for
personal gain or for political purpose, nor seek to use the opportunity of

' An advisory non-departmental public body established in accordance with section 13 of the
Regulation of Investigatory Powers act 2000 and sponsored by the Intelligence and Security Liaison
Unit



public service to promote their private interests or those of connected
persons, firms, businesses or other organisations; and

e not hold any paid or high-profile unpaid posts in a political party. and not
engage in specific political activities on matters directly affecting the work
of this body. When engaging in other political activities, TAB members
should be conscious of their public role and exercise proper discretion.
These restrictions do not apply to MPs, to local councillors. or to Peers in
relation to their conduct in the House of Lords.

Role of the TAB members

o

TAB members have collective responsibility for the operation of the TAB. They
must:

s engage fully in collective consideration of the issues, taking account of the
full range of relevant factors, including any guidance issued by the sponsor
department or the responsible Minister;

e operate business practices that meet the TAB’s objectives within legislation
concerning the management of data and the provision of access to
nformation. (including prompt responses to public requests for
information) and agree an Annual Report;

e ftake responsibility for the security and protection of any sensitive or
protectively marked information, documents and assets to which they gain
access in the course of exercising their TAB functions;

e respond appropriately and in a timely manner to complaints, if necessary
with reference to the Home Office; and

e ensure that the TAB does not exceed its powers or functions.

Communications between the TAB and the Home Secretary will generally be
through the chair except where the TAB has agreed that an individual member
should act on its behalf. Nevertheless, any TAB member has the right of
access to Ministers on any matter which he or she believes raises important
issues relating to his or her duties as a TAB member. In such cases the
agreement of the rest of the TAB should normally be sought.

Communications between the TAB and communications service providers or
members of the general public will, in general, also be conducted through the
chair except where the TAB has agreed that an individual member should act
on its behalf.

Individual TAB members can be removed from office by the Home Secretary if
they fail to perform the duties required of them in line with the standards
expected in public office.



The role of the chair

9.

The chair has particular responsibility for providing effective leadership on the
issues above. In addition, the chair is responsible for:

= ensuring that the TAB meets at appropriate intervals, and that the minutes
of meeting and any reports to the Home Secretary accurately record the
decisions taken and, where appropriate, the views of individual board
members;

o ensuring that the TAB communicates effectively with government
departments and agencies, communications service providers and the
general public; and

e ensuring that new TAB members are briefed on appointment (and their
training needs considered) and providing an assessment of their
performance, on request, when members are considered for re-appointment
to the TAB or for appointment to the board of some other public body.

Handling conflicts of interests

10.

11.

The purpose of these provisions is to avoid any danger of TAB members being
influenced, or appearing to be influenced, by their private interests in the
exercise of their public duties. TAB members should therefore declare any
personal or business interest that may, or may be perceived (by a reasonable
member of the public) to, influence their judgement. This should include, as a
minimum, personal direct and indirect pecuniary interests, and should
normally also include, such interests of close family members and of people
living in the same household’. The register of interests should be kept up-to-
date and those details pertaining to members who are not serving Crown or
Civil Servants should be open to the public. A declaration of any interest
should also be made at any TAB meeting if it relates specifically to a
particular issue under consideration, for recording in the minutes (whether or
not a TAB member also withdraws from the meeting).

TAB members should not participate in the discussion or determination of
matters in which they have an interest, and should normally withdraw from the
meeting if:

e their interest is direct and pecuniary; or
e their interest is covered in specific guidance issued by this body or the

sponsor department which requires them not to participate and/or to
withdraw from the meeting.

* Indirect pecuniary interests arise from connections with bodies which have a direct pecuniary interest
or from being a business partner of, or being employed by. a person with such an interest. Non-
pecuniary interests include those arising from membership of clubs and other organisations. Close
family members include personal partners. parents. children (adult and minor). brothers. sisters and the
personal partners of any of these,



Personal liabilitv of board members

12. Legal proceedings by a third party against individual board members of
advisory bodies, such as the TAB, are very exceptional. An individual member
of the TAB who has acted honestly and in good faith will be indemnified in
respect of the costs of defending any claim arising out of the execution or
purported execution of his or her TAB functions and will not have to meet out
of his or her personal resources any personal civil liability or liability to legal
costs or expenses incurred in such execution or purported execution, except
where his or her conduct goes beyond negligence and amounts to recklessness.



Annex

THE SEVEN PRINCIPLES OF PUBLIC LIFE

Selflessness

Holders of public office should take decisions solely in terms of the public interest.
They should not do so in order to gain financial or other material benefits for
themselves, their family. or their friends.

Integrity

Holders of public office should not place themselves under any financial or other
obligation to outside individuals or organisation that might influence them in the |
performance of their official duties.

Objectivity
In carrying out public business, including making public appointments, awarding

contracts, or recommending individuals for rewards and benefits. holders of public
office should make choices on merit.

Accountability

Holders of public office are accountable for their decisions and actions to the public
and must submit themselves to whatever scrutiny is appropriate to their office.

Openness

Holders of public office should be as open as possible about all the decisions and
actions that they take. They should give reasons for their decisions and restrict
information only when the wider public interest clearly demands.

Honesty

Holders of public office have a duty to declare any private interests relating to their
public duties and to take steps to resolve any conflicts arising in a way that protects
the public interests.

Leadership

Holders of public office should promote and support these principles by leadership
and example.




APPENDIX TII

STATUTORY INSTRUMENTS

2001 No. 3734
INVESTIGATORY POWERS

The Regulation of Investigatory Powers (Technical Advisory Board) Order 2001

Made 215t Novernber 2001
Coming into foree 22ud Novernber 2001

Whereas a draft of this Order has been laid before Parliament and approved by a

resolution of each House:

Now, therefore, the Secretary of State, in exercise of the powers conferred on him by

section 13(1) and (2) of the Regulation of Investigatory Powers Act 2000[1], hereby

makes the following Order:

Citation, commencement and interpretation

1. - (1) This Order may be cited as the Regulation of Investigatory Powers (Technical

Advisory Board) Order 2001 and shall come into force on the day after the day on which

it 15 made.

(2) In this Order, "the 2000 Act" means the Regulation of Investigatory Powers Act
2000.

Membership of the Board
2. - (1) The Technical Advisory Board established by section 13(1) of the 2000 Act shall

consist of 13 persons.

(2) Of that number one person, who does not fall within paragraph (3), shall be
appointed chairman.

(3) Of the remaining number -
(a) six shall be persons holding an office, rank or position with either -

(i) a person on whom obligations may be imposed under section 12 of the
2000 Act, or

(i) 2 body representing the interests of such persons, and
(b) six shall be persons holding an office, rank or position with either -

(i) a person by or on whose behalf applications for interception warrants may
be made, or



(i) a body representing the interests of such persons.

Bob Ainsworth
Parliamentary Under-Secretary of State

Home Office
21st November 2001

EXPLANATORY NOTE

(This note is ot part of the Order)

This Order provides for the membesship of the Technical Advisory Board, established
by section 13 of the Regulation of Investigatory Powers Act 2000 (c. 23).

The Board must be consulted before the Secretary of State makes an order under section
12(1) of the Act, imposing obligations on persons who are providing public postal
services or public telecommunications services, or who are proposing o do so. The
Board also has functions under section 12(6) of the Act, relating to the consideration of
notices issued to service providers under section 12(2), the effect of which is to trigger
the imposition of the obligations provided for in the section 12(1) order.



APPENDIX IV

STATUTORY INSTRUMENTS

2002 No. 1931
INVESTIGATORY POWERS
The Regulation of Investigatory Powers
(Maintenance of Interception Capability) Order 2002

Made 22nd Jufy 2002
Coming into force 15t August 2002

Whereas the Secretary of State has consulted the persons listed in section 12(9) and (11)
of the Regulation of Investigatory Powers Act 2000[1] about this Order;

And whereas a draft of this Order has been laid before Parliament and approved by a
resolution of each House;

Now, therefore, the Secretary of State, in exercise of the powers conferred on him by
section 12(1), (2) and (5) and section 78(5) of that Act, hereby makes the following
Order:

Citation, commencement and interpretation
1. - (1) This Order may be cited as the Regulation of Investigatory Powers (Maintenance
of Interception Capability) Order 2002 and shall come into force on 1st August 2002.

(2) In this Order "service provider" means a person providing a public postal service or a
public telecommunications service, or proposing to do so.

Interception capability

2. - (1) The Schedule to this Order sets out those obligations which appear to the
Secretary of State reasonable to impose on service providers for the purpose of securing
that it is and remains practicable for requirements to provide assistance in relation to
interception warrants to be imposed and complied with.

(2) Subject to paragraph (3) the obligations in -

(2} Part I of the Schedule only apply to service providers who provide, or propose to
pravide, a public postal service; and

(b) Part II of the Schedule only apply to service providers who provide, or propose

to provide, a public telecommunications setrvice.
(3) The obligations in Part IT of the Schedule shall not apply to service providers who -
(a) do not intend to provide a public telecommunications service to more than

10,000 persons 1n any one or more parts of the United Kingdom and do not do
S0; OF



(b) only provide, or propose to provide, a public telecommunications service in
relation to the provision of banking, insurance, investment or other financial services.

Interception capability notices
3. - (1) The Secretary of State may give a service provider a notice requiting him to take
all such steps falling within paragraph (2) as may be specified or described in the notice.

(2) Those steps are ones appearing to the Secretary of State to be necessary for securing
that the service provider has the pracucal capability of meeting the obligations set out in
the Schedule to this Order.

Referral of notices to the Technical Advisory Board

4. The period within which any person to whom a notice has been given under article 3
may refer the notice to the Technical Advisory Board is specified as being before the end
of 28 days from the date of the notice.

Bob Ainsworth
Parliamentary Under-Secretary of State

Home Office
22nd July 2002

SCHEDULE



Article 2
OBLIGATIONS ON SERVICE PROVIDERS

Part I: Interception Capability for Public Postal Services

1. To ensure the interception and temporary retention of postal items destined for
addresses in the United Kingdom for provision to the person on whose application the
interception warrant was issued.

2. To provide for the mterception and retention of postal items sent by identified
persons where the carrier keeps records of who sent which item in the course of their
normal business.

3. To maintain a system of opening, copying and resealing of any postal item carried for
less than [1.

4. To comply with the obligations set out in paragraphs 1 to 3 above in such a manner
that the chance of the interception subject or other unauthorised persons becoming
aware of any interception is minimised.

Part II: Interception Capability for Public Telecommunication Services

5. To provide a mechanism for implementing interceptions within one working day of
the service provider being informed that the interception has been appropriately
authorised.

6. To ensure the interception, in their entirety, of all communications and related
communications data authorised by the interception warrant and to ensure their
simultaneous (1.e. in near real time) transmission to a hand-over point within the service
provider's network as agreed with the person on whose application the interception
warrant was iSSqu.

7. To ensure that the mtercepted communication and the related communications data
will be transmitted so that they can be unambiguously correlated.

8. To ensure that the hand-over interface complies with any requirements communicated
by the Secretary of State to the service provider, which, where practicable and
appropriate, will be in line with agreed industry standards (such as those of the European
Telecommunications Standards Institute).

9. To ensure filtering to provide only the traffic data associated with the warranted
telecommunications identifier, where reasonable.

10. To ensure that the person on whose application the interception warrant was issued is
able to remove any electronic protection applied by the service provider to the
intercepted communication and the related communications data.

11. To enable the simultaneous interception of the communications of up to 1 in 10,000
of the persons to whom the service provider provides the public telecommunications
service, provided that those persons number more than 10,000.



