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What is blocking/filtering?













How does it relate to 
geolocation?



What is driving blocking?

Areas

IP

Child protection

Privacy / defamation

Security / malware

Terrorism

Incentives

Cheaper / cost-shifting

Intermediary as least 
cost enforcer

(Perceived) 
effectiveness

Avoids need for 
legislation / publicity

Fewer regulatory 
targets

Legal issues

Avoids intermediary 
immunities

No need to identify 
individual users

Allows “offshore” 
enforcement



How is blocking implemented 
in Ireland?



The #SOPAIreland saga

• EMI v. Eircom

• High Court assumes it has power to order 
blocking; Pirate Bay blocked

• EMI v. UPC

• High Court holds it does not have power to 
block under CRRA 2000

• EMI v. Ireland

• Music industry sues Irish state unless blocking 
power introduced; claims this is required under 
Infosoc Directive



SI 59/2012 #SOPAIreland

• “(5A)(a) The owner of the copyright in a work may, in respect of that 
work, apply to the High Court for an injunction against an intermediary 
to whom paragraph 3 of Article 8 of Directive 2001/29/EC of the 
European Parliament and of the Council of 22 May 20011 on the 
harmonisation of certain aspects of copyright and related rights in the 
information society applies.

• (b) In considering an application for an injunction under this subsection, 
the court shall have due regard to the rights of any person likely to be 
affected by virtue of the grant of any such injunction and the court shall 
give such directions (including, where appropriate, a direction requiring 
a person be notified of the application) as the court considers 
appropriate in all of the circumstances.”

• Over 80,000 citizens objected!







Betting (Amendment) Bill 2012



Mobile blocking – child 
abuse images

• “All mobile phone operators in Ireland, under a voluntary 
agreement brokered by the European Commission with 
GSM Alliance Europe, an association which represents 
European mobile phone operators, implement a form of 
filtering on their mobile Internet services which prevents 
access to websites identified as containing illegal child 
pornography.” (Alan Shatter TD, 13/4/2011)

• Voluntary on the part of the operators; no user choice

• Uses UK IWF list

• Technical aspects of implementation and collateral damage 
still unclear











What issues does blocking 
present?

Fundamental Rights

Legal basis?

Who decides?

Fair procedures: 
Notification? Appeal?

Proportionality and 
overblocking?

Impact on vulnerable 
groups (e.g. LGBT)

Transparency / 
Accountability

Are users notified?

Remedy for harm caused 
by wrongful blocking?

Function creep

General

Demands draconian anti-
circumvention

Increased user 
surveillance

Legal rights engineered 
out?

High rate of false 
positives



How is it implemented?

• IP blocking (129.22.8.51)

• Blocks all sites hosted on a particular server – not 
merely Pirates’r’us.com but also 
InnocentBystanders.com

• DNS blacklisting – e.g. Finland and Pennsylvania

• Blocks all of example.com

• Including example.com/pirates and 
example.com/legitimate

• Hybrid / URL blocking

• Pioneered in UK

• Blocks at full URL level

• May still cause collateral damage

http://www.innocentbystanders.com/




PhotoDNA

• Child abuse images

• “Robust hashing”

• Matches modified
images

• Widely used

• Microsoft

• Facebook, etc.

• Scans uploads, files 
via email

• Numerous convictions





Is it effective? Can it be 
evaded?



Internet Watch Foundation

• “Blocking is designed to protect people 
from inadvertent access to potentially 
criminal images of child sexual abuse. No 
known technology is capable of effectively 
denying determined criminals who are 
actively seeking such material; only 
removal of the content at source can 
achieve that goal.”









EU legal framework



EU legal framework

• Mostly contained in E-Commerce Directive; InfoSoc 
Directive; IPRED

• Also relevant: Data Protection Directive; e-Privacy Directive

• ECD, Article 15:

• Member States shall not impose a general 
obligation on providers, when providing the 
services covered by Articles 12, 13 and 14, to 
monitor the information which they transmit or 
store, nor a general obligation actively to seek facts 
or circumstances indicating illegal activity.



• ECD: Article 12(3) (mere conduit)

• 3. This Article shall not affect the possibility for a court or 
administrative authority, in accordance with Member States' 
legal systems, of requiring the service provider to terminate 
or prevent an infringement.

• ECD: Recital 45

• (45) The limitations of the liability of intermediary service 
providers established in this Directive do not affect the 
possibility of injunctions of different kinds; such injunctions 
can in particular consist of orders by courts or administrative 
authorities requiring the termination or prevention of any 
infringement, including the removal of illegal information or 
the disabling of access to it.



Telecoms Package (2009): 
Article 1(3a)

• "3a. Measures taken by Member States 
regarding end-users access’ to, or use of, 
services and applications through 
electronic communications networks shall 
respect the fundamental rights and 
freedoms of natural persons, as 
guaranteed by the ECHR and general 
principles of Community law...”



SABAM v. Scarlet (2011)
• “Read together and construed in the light of the requirements stemming 

from the protection of the applicable fundamental rights, must be 
interpreted as precluding an injunction made against an internet service 
provider which requires it to install a system for filtering

• – all electronic communications passing via its services, in particular those 
involving the use of peer-to-peer software;

• – which applies indiscriminately to all its customers;

• – as a preventive measure;

• – exclusively at its expense; and

• – for an unlimited period,

• which is capable of identifying on that provider’s network the movement of 
electronic files containing a musical, cinematographic or audio-visual work in 
respect of which the applicant claims to hold intellectual-property rights, 
with a view to blocking the transfer of files the sharing of which infringes 
copyright.”



SABAM v. Netlog (2011)

• Companion case re hosting

• Demand that social network 
deploy filtering system to screen 
user uploads

• ECJ applies essentially identical 
reasoning to reject filtering



Precludes invasive filtering; 
but what about other types?

• 20th Century Fox v. BT (Newzbin2) (2011)

• Required Cleanfeed to be extended to this site

• Accepted BT had “actual knowledge”

• Rejected argument that injunction incompatible with mere 
conduit immunity

• Rejected argument that injunction amounted to general 
monitoring

• Held prescribed by law as required by Art. 10 ECHR

• Rejected discretionary arguments

• Extent of infringement

• Future claims

• Efficacy

• Proportionality (full site blocking)



UPC Telekabel Wien GmbH C-
314/12

• ECJ confirms that blocking can be available re 
consumers’ ISPs

• Blocking orders must comply with fundamental 
rights

• Must not unnecessarily deprive internet users of 
right to lawfully access information

• Must have some minimum effect of preventing 
unauthorised access

• Places duties on ISPs to safeguard rights



ECHR legal framework?



Fundamental rights 
standards?

• What rights?

• Art.6/Art.13 ECHR: Notice, reasoned decision, appeal, redress 
against wrongful blocking?

• Art.8 ECHR: Privacy in communications, esp. re email?

• Art.10 ECHR: Freedom of expression/access to information

• Whose rights?

• Art. 10 as a tripartite right (speaker, intermediary, recipient of 
speech)

• Rights of those seeking blocking

• Copyright (Art.1 Protocol 1)

• Art.8 (KU v. Finland)

• Do ISPs have an expressive/proprietary right to voluntarily 
block?



Recommendation on Internet 
Filtering

Blocking of content should only take place if:

“the filtering concerns specific and clearly 
identifiable content, a competent national 
authority has taken a decision on its illegality and 
the decision can be reviewed by an independent 
and impartial tribunal or regulatory body, in 
accordance with the requirements of Article 6 
ECHR”



Yildirim v. Turkey (2012)

“In matters affecting fundamental rights it would 
be contrary to the rule of law, one of the basic 
principles of a democratic society enshrined in 
the Convention, for a legal discretion granted to 
the executive to be expressed in terms of an 
unfettered power.

Consequently, the law must indicate with 
sufficient clarity the scope of any such discretion 
and the manner of its exercise.”



Yildirim v. Turkey (2012)

“the measure in question produced 
arbitrary effects and could not be said to 
have been aimed solely at blocking access to 
the offending website, since it consisted in 
the wholesale blocking of all the sites 
hosted by Google Sites.”



What should we be doing?

• Legitimacy, transparency and accountability
• Demand legislation to control state blocking

• Ensure that state blocking is brought within ECHR norms

• Work on (civil society) transparency tools

• Tackle problematic private blocking

• Facilitate decentralised and voluntary blocking

• Resist anti-circumvention measures (bans on VPNs, open wifi, 
etc.)

• Look for alternatives to blocking, e.g.
• Removal at source of child abuse images

• Addressing payment systems

• Better parental controls on mobile devices



• Full screen image



Thank you
Questions or comments?


