DRI conference – 15 April 2015
Open Rights Group is a campaigning organisation that promotes human rights in the digital age, in particular privacy and freedom of expression. We are UK based. 
· I’ll start with some broad observations about surveillance and ORG’s point of view of how we got to where we are now.
· My role is to manage Open Rights Group’s legal cases, so after that I’ll speak about two cases that we are involved in, to challenge the UK Government’s surveillance practices. 

· Lastly I’ll talk about our policy work as part of the Don’t Spy On Us coalition, where we are calling for radical reform of the UK’s legislative framework.
Background: Why we think this kind of surveillance has become possible 

1. The design of the internet 

· The idea was to be easy to communicate – the main concern was disruption and frailty 

· The designers were less worried about external threats and bad behaviour and didn’t worry about encryption in transit or metadata trails
2. Technological developments

· The starting point for us is the fact that developments in digital technology are creating more and more information.  

· Technology has an “ever increasing potential” to create, retain and process data. Computer processing power doubles every two years, hard drive storage capacity doubles every 18 months and internet network capacity also doubles every two years.

· This is obviously a good thing – we can do lots of useful things, use Netflix and play candycrush! 

· However these capabilities mean that information technology also has a huge and increasing capacity for surveillance 

Next: Why we think the UK has become a particular problem
1. Strategic position 

· While the UK and US agencies haven’t always ended up trusting eachother they’ve agencies always been very close and have maintained a strategic alliance 

· There is also a strategic relationship as part of telecoms infrastructure – telegraph cables in 1800s –UK to us to India to Med– became telephone network then later the internet

· So it’s not just that were on the edge of Europe but that we’ve been the hub of this for a long time – is very tempting for an unregulated agency with very close links to the US when most of the data flows to and from there
· In short the UK agencies had the opportunity to do it and they grasped it!
2. We have to remember how secret and recent our legal frameworks are
· The security services were only put on a statutory footing in 1989. Even in spycatcher case, couldn’t explain who agencies were as couldn’t admit their existence. 

· Earliest surveillance legislation was Interception of Communications Act 1985 forced by Malone vs. UK 1985 ECtHR. Then as result of Liberty complaints to the ECtHR, we got Regulation of Investigatory Powers Act (RIPA) in 2000. This was the first time surveillance laws setting out restrictions were properly codified. So the cases we’re seeing now are challenges to the first real attempts at codifying. 
· Easy to forget that the surveillance legal regime and attempts at oversight are v new an underdeveloped in the UK. So in a sense even without the strategic position of UK it’s not surprising things have gone wrong
3. Ambiguous approach to the right to privacy

· For many years the right to privacy was not given the same expression in legislation that the right attracted elsewhere in the world 
· But the protection of privacy is a fundamental value of our legal system. As early as 1765, the UK courts condemned as illegal the use of general warrants, as opposed to particularized warrants, that allowed the Secretary of State ‘to search, seize and carry away all the papers of the subject’.
· And in the wake of World War Two, lawyers from the Foreign and Commonwealth Office drafted Article 8 of the European Convention on Human Rights. 
· Article 8 was incorporated into domestic law by the Human Rights Act in 1998 and now protects right to respect for private and family life, home and correspondence 
· So there is no excuse!
Why it matters
· Information is power – if information exists about you it gives power to those who hold it. This might mean the power to use it against us or just to conclude things about us.

· People are concerned about how information is used both by private companies and by the state, how it can build a detailed picture of our lives and who is it shared with 

· Whilst private companies want more information in our view things get really dangerous when it is the state that holds the information. Companies usually want to use you to sell things and make money from you, where as the government can arrest you and put you in prison and may want to control some types of activities 
· There is also a symbiosis that government wants all of the information that private companies are collecting.

Two issues we are particularly concerned about

1. The relationship between the NSA and GCHQ
· Technology sharing and data sharing is occurring – from the leaked documents it is difficult to know what the separation of NSA and GCHQ really is. They resemble a single organisation in many respects
· GCHQ receives and uses data from the PRISM and UPSTREAM programmes and TEMPORA data is made available to the NSA. 
· The operation against Belgacom seems to have been done in conjunction with NSA and Gemalto – share info. 
· Key technology such as XKEYSCORE, which enables the presentation and analysis of information, are common to both agencies. 
· The agencies also pool resources - the NSA paid GCHQ £100m in the three years up to 2013. This covered infrastructure for data gathering - e.g. towards redevelopments at GCHQ's site in Bude, Cornwall - but also support for NATO operations in Afghanistan.
2. Oversight, or rather lack of
· Apparent lack of knowledge of Intelligence and Security Committee of Parliament (the ISC) and the Commissioners for Interception and Intelligence Services – this begs serious questions. 
· Then need to ask how much did the ministers understand and what explanations were offered to them. 
· There has been a democratic failure. The ability of GCHQ to collect everything should at least be subject to parliamentary democracy.

· We know the Cabinet was told nothing about GCHQ spying programmes. Chris Huhne, a former minister says he was in 'utter ignorance' and has called for tighter oversight.
We must say - Government surveillance is not always bad 
1. If it is targeted and safeguards are in place

· We agree that if the government is investigating a criminal or a specific person is thought to represent a risk to national security then of course we should allow the government to put them under surveillance 

· But the question for us is whether GCHQ is doing that, or whole population surveillance – the former is acceptable but the latter is not. 
· State surveillance constitutes a serious interference with our right to privacy and also creates a chilling effect on free speech.

2. Limits set by international human rights law

· Article 8 of the European Convention on Human Rights provides that everyone has the right to respect for his private and family life, his home and his correspondence.
· It states that any interference with the right must be in accordance with the law and necessary in a democratic society in the interests of one of several, defined, legitimate aims.
· Necessity has been interpreted by the Court as including proportionality. And to be ‘in accordance with the law’ an interference must have a 'sufficient legal basis' and meet the 'quality of law' test, which means the law must be accessible and foreseeable.
· At UN level, similar provisions can be found in Article 17 International Covenant on Civil and Political Rights. 
Open Rights Group’s work challenging surveillance
Now I’m going to talk about the cases we’re involved in that challenge surveillance.

1. First our case at the ECtHR
· We are one of the Applicants in the ‘privacy not prism’ claim, before the European Court of Human Rights, along with Big Brother Watch, English Pen and a German professor of computer science 
· Our claim challenges two activities. First, the receipt and use of data obtained from foreign intelligence partners, in particular the NSA's “PRISM” and “UPSTREAM” programmes. 

· Secondly, GCHQ’s own “TEMPORA” programme - the acquisition of “external” communications through the interception of data on transatlantic fibre-optic cables. This occurs under general and rolling warrants under section 8(4) RIPA (Regulation of Investigatory Powers Act)
· The reported scale of the interception is staggering: each day, GCHQ accesses some 21 petabytes of data - the equivalent of downloading the entire British Library 192 times. It is the digital equivalent of opening all the post going in and out of the UK on a daily basis.
· It was revealed not by our oversight regime but by a foreign whistleblower.
Arguments

· Our central argument is that both activities violate Article 8 ECHR,
· 1) In relation to receipt of foreign intercept material we argue the legal framework is inadequate to comply with the “in accordance with the law” requirement of Article 8(2). There must be a 'sufficient legal basis' and the law must be accessible and foreseeable. 
· As a result of the IPT proceedings brought by Liberty and others we know that GCHQ obtains unlimited "unanalysed" intelligence from foreign agencies without a warrant and relies on previously secret policies to provide the legal basis. 
· It is clear that the legislation governing the intelligence services (e.g. the Security Service Act 1989, Intelligence Services Act 1994) do not contain any safeguards to prevent GCHQ obtaining the communications of UK residents from overseas partners eg the NSA. 
· 2) Interception and storage of external communications under TEMPORA: we believe indiscriminate and generic interception and the RIPA provisions governing it breach the requirements of “in accordance with the law” and proportionality. 

· We argue the provisions are insufficiently protective and restrictions on the government’s discretion are inadequate. 
· In particular, they do not enable people to foresee when their communications may be subject to surveillance, they do not require warrants to specify individuals and allow rolling six month warrants. These can be extremely broad and could therefore cover something like “all traffic passing along a specified cable running between the UK and the US”
· section 8(4) warrants also allow the bulk collection of communications data. 
· we also attack:

· The lack of judicial approval for warrants

· The overly broad application of “national security” 
We rely on previous the case law of the ECtHR 

I’ll discuss a couple of the cases where the Court has interpreted the requirements of Article 8 in the context of surveillance:
· In Weber v Germany the court determined criteria to explain how the foreseeability requirement should apply. The court said it is essential to have clear, detailed rules … especially as the technology available for use is continually becoming more sophisticated. The domestic law must be sufficiently clear … to give citizens an adequate indication as to the circumstances in which public authorities are empowered to resort to such measures.  it would be contrary to the rule of law for the legal discretion granted… to be expressed in terms of an unfettered power.
· The Court outlined minimum safeguards that should be set out in statute law in order to avoid abuses of power: “the nature of the offences which may give rise to an interception order; a definition of the categories of people liable to have their telephones tapped; a limit on the duration of telephone tapping; the procedure to be followed for examining, using and storing the data obtained; the precautions to be taken when communicating the data to other parties; and the circumstances in which recordings may or must be erased”
· You may be aware of the Liberty v UK case, as it as the case regarding the Electronic Test Facility at Capenhurst, Cheshire, which was built to intercept 10,000 simultaneous telephone channels coming from Dublin to London and on to the continent, claim relating to the 90s [The applicants claimed that the ETF intercepted all public telecommunications, including telephone, facsimile and e-mail communications, carried on microwave radio between the two British Telecom’s radio stations (at Clwyd and Chester), a link which also carried much of Ireland’s telecommunications traffic.]

· The Court considered the previous law in the UK governing interception of “external communications” under the Interception of Communications Act 1985, and found the law to be insufficiently protective to comply with Article 8. The provisions were materially identical to RIPA.
· The Court accepted that the power to intercept external communications “allowed the executive an extremely broad discretion”. Warrants could cover “very broad classes” of communication and the discretion granted was, therefore, “virtually unfettered”. 
· The Court also dismissed the Interception Commissioner’s Annual reports as being capable of rectifying the deficiencies in the legal regime. The Government said there were internal regulations that provided a safeguard, but the Court observed that details of these “arrangements” were not contained in legislation or made public. The court said the procedures for examining, using and storing intercepted material should be set out in a form which is open to public scrutiny and knowledge.
· In Kennedy v United Kingdom the Court considered RIPA in the context of the interception of “internal” communications. It found that the safeguards on interception warrants for internal communications were satisfactory and the provisions did not violate Article 8. 
· However, the Court made clear that its reasoning was limited to internal communications where “the warrant itself must clearly specify… one person as the interception subject or a single set of premises…. Indiscriminate capturing of vast amounts of communications is not permitted under the internal communications provisions of RIPA” 

Current position: 
· We filed the case in October 2013. The ECtHR gave the case priority status in recognition of its importance and communicated it very quickly to the UK government.

· However, the case has been adjourned since April 2014 pending judgment in the Investigatory Powers Tribunal case brought by Liberty, Privacy International and Amnesty International. 
· IPT Judgment: The IPT issued a judgment on 5 December 2014, in which it held that mass surveillance under section 8(4) RIPA is in accordance with the law. The IPT also held that UK access to NSA intelligence material is now lawful, following the disclosure during the proceedings of secret policies on intelligence sharing. 
· On 6 February 2015 the IPT issued a second judgment. It found that the secret intelligence sharing arrangements between the UK and the US were unlawful prior to December 2014, because the policies governing these arrangements were secret before their disclosure during the IPT proceedings. The ruling is highly significant, but it only relates to historic practices so there is no practical effect.
· We expect the case to proceed soon now that the IPT has given its judgments. We have asked the Court to lift the adjournment. 
· We have recently sent an update to the court, consisting of further submissions in light of recent developments. We have also been in discussions with the IPT claimants, who filed their own application with the ECHR this week. We have told the court that we would be happy for the case to be heard alongside ours. 
· We are currently waiting for a decision from the Court as to when the adjournment will be lifted.
2. Intervention in the DRIPA judicial review

· Sure you’re all aware of the Landmark decision April 2014, CJEU declared the DRD invalid in Digital Rights Ireland case. A great and long fought victory for which we are very grateful to our hosts!
· [Court said it was a wide-ranging and serious interference, identified several characteristics that failed to comply proportionality requirements. Breach Articles 7 and 8 of the EU Charter of Fundamental Rights.]
· In response, the UK government rushed through the new Data Retention and Investigatory Powers Act DRIPA through Parliament in July 2014 using ‘emergency’ procedures in a matter of days some three months after the judgment – deprived Parliament of proper scrutiny. Tom W. 
DRIPA
· DRIPA does little to address fundamental problems identified by the CJEU, statutory footing 

· Minor changes – e.g. Changed the retention period to maximum 12 months 
· Clear template - comply with human rights - chose not - circumvent decision 
· Extension of surveillance powers - time should be scaling back - human rights judgment

· Also new powers or capabilities - changes to RIPA, access communications data and content. Two ways: 
1. Territorial scope RIPA - non-UK service providers - interception warrants and requests access 

2. Definition of “telecommunications service” - internet based service providers caught. Webmail.
Judicial review 

· Judicial review proceedings brought by two Members of Parliament, Tom Watson and David Davis. They are represented by Liberty. 
· Similar grounds to Digital Rights Ireland case, Articles 7 and 8 EU Charter, 8 ECHR
· Remedy - Incompatibility s.4 Human Rights Act 1998 or disapply provisions under EU law.  

Our intervention

· Open Rights Group is a third party intervener in the case, along with Privacy International. Counsel with specialism in EU law. 
· Submissions – 
(i) the substantial pre-existing EU rules in the field of data retention, namely in the Data Protection Directive and E-Privacy Directive
(ii) the seriousness of data retention as an interference with CFR and ECHR rights – very intrusive, detailed picture when combined esp with location – political views and lifestyle preferences

(iii) the inconsistency between the DRIPA provisions and the strict requirements of EU law. The legislation falls within the scope of Union law and therefore must comply with the Charter. 

· In terms of the specific problems with DRIPA we focus on: 
(i) retention notices do not have to be person- or crime- specific. Or have any connection between the person whose data is collected and a situation which is likely to give rise to criminal prosecutions. 
(ii) they do not exclude people whose communications are subject to professional secrecy obligations: 
(iii) they do not ensure that the data is retained within the EU: 
(iv) And rules governing restrictions on access to retained data are insufficient. Under Part II of RIPA a wide range of public authorities can obtain access for purposes not confined to safeguarding national security or the prevention or prosecution of defined, sufficiently serious crimes: 
Current position
· At the permission stage, the first stage of JR proceedings, the judge originally refused to give the MPs permission for the case to proceed to the substantive stage. This meant there had to be an oral permission hearing. This took place in December and permission to proceed was granted after an usually long hearing.
· A substantive hearing is awaited. It will last two days and will take place in June.
Our work as part of the Don’t Spy On US coalition calling for surveillance reform
· DSOU is a coalition of organisations that defend privacy, freedom of expression and digital rights, the members of our Executive Committee are Open Rights Group, ARTICLE 19, Big Brother Watch, English PEN, Liberty and Privacy International.
· The coalition is calling for reform of our inadequate surveillance legislation, including the repeal of RIPA and DRIPA and the introduction of a new, comprehensive piece of legislation governing surveillance powers with improved transparency, accountability and protection for everyone’s fundamental rights. 
· We emphasise that the laws governing how internet data is accessed were written when barely anyone had broadband access and were intended to cover old fashioned copper telephone lines. Parliament did not envisage or intend those laws to permit scooping up details of every communication we send, including content
· In particular we are calling for reform in line with six key principles: 

1. No surveillance without suspicion:  

a) The interception of communications must always be targeted and specific rather than mass and indiscriminate.

b) Communications data should be afforded the same protection as the content of communications. The retention of communications data should also be targeted and specific.

2. Transparent laws, not secret laws 

a) International arrangements governing the collection and sharing of the results of surveillance must be made public, subject to parliamentary and judicial oversight and should allow individuals to foresee when they are likely to be subject to surveillance. This requirement should be set out in legislation.

b) The government should publish aggregate information on the number of surveillance authorisation requests approved and rejected in order to increase transparency. (This should include a disaggregation of the requests by the service provider, including the investigation type and purpose.)

c) Surveillance should only be carried out for purposes that are more precisely and narrowly defined than at present.
3. Judicial not political authorisation 

a) All surveillance decisions (including the interception of communications, access to communications data) must be subject to prior judicial authorization

Any arrangement which allows the executive to self-authorise the use of surveillance powers is unacceptable. It’s the proper constitutional function of the independent judiciary to act as a check on the use of state power.

4. Effective democratic oversight  

a) The Intelligence and Security Committee should be reformed so that: it is answerable directly to Parliament; it is empowered to take decisions on reporting and publication; it is appropriately funded and staffed; it has strengthened powers to compel the production of information and witnesses; the chair should be a member of the largest opposition party; and the Commons members are elected not appointed by the Whips.
b) The Intelligence Services Commissioner and the Interception of Communications Commissioner should be better resourced, review a larger proportion of requests for data. 
The Home Affairs Committee has recommended that the roles are full-time positions and that resources are increased to allow commissioners to examine half of the requests for information
5. The right to redress

a) The Investigatory Powers Tribunal should adopt a more open procedure. This should include: public hearings, unless the government demonstrates that secrecy is required in the particular case; evidence should be disclosed and judgments and reasons published unless the Government demonstrates that secrecy is necessary; special advocates should be appointed; decisions should be subject to appeal.
b) Adequate remedies should be available for the unlawful access to communications data and the unauthorised use of other surveillance techniques.
c) Intercept evidence should be admissible in criminal court proceedings.
6. A secure internet for all

The government should cease breaking encryption standards and undermining internet security. Such activity should be explicitly prohibited by legislation.


To finish
· Current state of affairs is that the Government commissioned 3 separate reviews in to surveillance, one by the Intelligence and Security Committee of Parliament, one by RUSI the Royal United Services Institute, and one by David Anderson, the Independent Reviewer of Terrorism Legislation. We have taken part but are not hopeful of any radical conclusions. 
· The ISC has already reported and whilst they did not reject bulk collection or accept the need for judicial authorisation, they did accept that the legal framework is “unnecessarily complicated” and expressed “serious concerns about the resulting lack of transparency, which is not in the public interest”. 
· Their key recommendation was that “the current legal framework be replaced by a new Act of Parliament governing the intelligence and security Agencies. This must clearly set out the intrusive powers available to the Agencies, the purposes for which they may use them, and the authorisation required.” So there is likely to be change.
· The other reviews won’t report until after the election, which is all consuming in the UK at present. It is likely there will be change, and DRIPA contains a sunset provision so it will need to be replaced, but the question is whether there will be real improvements.
· We believe that legal cases are the most likely to prompt real change in our surveillance regime. As they have done in the past. 
· We are playing a cat and mouse game with the UK Government – they don’t seem to want to accept limits on bulk collection and that is a problem. They would rather focus on safeguards applied after the data is collected. 

· In our view we need repeated challenges to the law to narrow the government’s room for manuoevre. There is unlikely to be one decisive blow, but we and other NGOs are ready to keep bringing challenges.
2
1

